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Abstract 

Many researchers have invested their time, effort, and energy on the research area of “Vehicular-to-

everything” which is also known as V2X in term of security and vulnerabilities. For communications like 

V2X, the European Telecommunications Standards Institute (ETSI) has been engaged in order to formulate 

quality standards for these types of the methodological communication system. The Wi-Fi protocol 802.11p 

has no capability to offer any sort of security and privacy of data. However, upon the development that 

took place in the field of 5G technology, now many companies, as well as researchers, have locked the 

attention to use this technology so that the V2X communication can serve the people with better security 

and protect them from the harmful acts. If the 802.11p can be exchanged with the 5G, it will surely bring 

advancements to the ETSI security mechanisms. Nevertheless, it is possible to have counterattack from the 

new features that will have been installed. It will be made sure that the attacks can be encountered with 

efficiency rest assured. This thesis stands for taking a point on the aspects of Statistical in-depth security 

analysis for Vehicle to everything communication over 5g network and how 5G can put effect on the 

security of the communication. In this thesis, it has been investigated that it is not impossible to make a 

transit from the 802.11p to 5G NR in term of security aspects. However, it needs some alteration in the 

protocol stack. That is why different types of improvements have been proposed in this thesis so that the 

security mechanisms will get stronger and better. The advancements due to the improvement will eradicate 

the present certificate mechanism which is needed for the authentication. This will be done only because 

the prospects and aspects of 5G will provide the communication with so many features that authentication 

will not be needed in that regard. In the end, the positivity and negativity of the introduction of 5G in V2X 

communication will be discussed along with further recommendations.     

Keywords: vehicle to vehicle communication, V2X communications, V2X communication over 5G, 

802.11p, network security, ETSI, ITS, security architecture, connected car; vehicular network security 

mechanisms, remote diagnostics   
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1 

1 Introduction 

The researchers, as well as many companies, have put a lot of attraction on the vehicular network and the 

impact of 5G in V2X communication. The European Telecommunications Standards Institute (ETSI) is 

responsible for coming up with a standard Vehicle-to-Everything (V2X) in order to shape up an Intelligent 

Transport System (ITS). The standards have inclusion of a protocol stack, security mechanisms, security 

requirements, and architectural stability. ( European Telecommunications Standards Institute, 2010 )  

 

For V2X communications, Long Term Evolution (LTE) has been investigated by the 3rd Generation 

Partnership Project (3GPP so that it could be used in order to check the possibility to do so.( European 

Telecommunications Standards Institute, 2004,2009 ) Unlike LTE, the “LTE advanced” was capable of 

fulfilling the IMT-Advanced requirements for the 4G. Again, in order to come up with the standards, the 

ETSI has been responsible for the augmentation of LTE for the V2X communications.( European 

Telecommunications Standards Institute, 2017 ) On the other hand, the ETSI ITS standards have been fitted 

compared to the LTE V2X communication (Filippi, et al 2017). Efficiency, speed and reliability- the mash-



 

 

up of these three is about to happen due to the advancements of 5G New Radio (NR) technology which is 

far better than all the technologies related to the segment. In 2015, the advancements of 5G started to take 

place and afterwards, the overall standards have been re-organized so that it can provide the necessary 

support to the traditional cellular networks with different types of endnotes such as cooperative vehicles 

and IoT (5G Automotive Association,2016). High speed, as well as broad bandwidth, can be gained with 

the assistance of 5G NR technology. 

That being said, one important notion has not been taken into account and has not been vested with time 

and energy by the researcher to dig up. They have not paid much attention to know how 5G put an impact 

on the security of V2X communications. It is expected that the new introduction of technology surely 

comes up with different types of security hurdles. Nevertheless, 5G has the potential to bring about new 

possibilities to protect and secure the vehicles and to provide security mechanisms in ITS model.  

This thesis can be regarded as the complements of the research on the Statistical in-depth security analysis 

for Vehicle to everything communication over 5g system of the EU 5G Infrastructure. In addition, it can 

be related to the different types of V2X projects at the Chalmers as well as the FFI/Vinnova projects. 

VolvoAB and the Corporation of Volvo Car concentrate on augmenting the privacy and the security for the 

future vehicles which will be run and operated by the future generation. Hence, the main point of this whole 

thesis will be to amalgamate the viewpoint of the researchers on in-depth security analysis on 5G for 

Vehicle to everything communication as well as the viewpoint on the security of ITS stack.   

1.1 Aim of the thesis 

 

The thesis has an aim to address which is to investigate the Statistical in-depth security analysis for Vehicle 

to everything communication over 5g network and security effect of V2X communications upon assisted 

by 5G technology that has already been defined by the ETSI. To do so, security improvements, as well as 

vulnerabilities, have been checked as well as examined to have a further view on the research topic. In 

addition, important reductions have been explained which is needed to define the protocol stack 

accordingly.    

1.2 Motivation and research questions 

 

At present, 802.11p is being used in all link-layer protocols with respect to the V2X communication system. 

However, this possesses a lot of hurdles such as it has no security, to begin with. Since the advancement of 

5G is taking place accordingly with the time, thousands of companies and researchers have put their eyes 

on the usage of V2X communication upon assistance with the 5G technology. There are features which do 



 

 

not resemble the 802.11p in 5G NR and these features provide new possibilities to the feature. In the 

meantime, vulnerabilities kick in from the other side. To be more specific, the executed security 

mechanisms belong to the higher up which holds the possibility to become exchanged by the functionality 

of 5G. Hence, the executed mechanism might become useless or redundant at times. Nevertheless, there 

are many features which will provide upgraded security and protection to the people and this has been 

placed in this thesis.   

Five research questions have been formulated in order to explain the thesis in an organized manner: 

• RQ1: What type of security mechanisms and protocols has been considered in ETSI V2X 

communications till now? 

• RQ2: What type of security requirements are needed for several use cases of ETSI ITS? 

• RQ3: What are the features that can be utilized at the physical layer in order to develop the security 

measures of 5G? Is it possible to repudiate any security mechanism from the higher layer protocols? 

• RQ4: What are the vulnerabilities that 5G NR can cause to V2X communication? 

• RQ5: Will it be possible to replace 802.11p with 5G NR? What are the stymies if it is not possible 

to replace?  

1.3 Scope 

 

This thesis has limitations since it has been restricted by different types of resources such as time and 

availability of data. Scopes of doing the thesis are given below: 

• This thesis can be and should be considered as a general study which will not possess a detailed 

analysis of the execution of several types of protocols. In this thesis, the protocol stack and the 

associated relevant topic has been discussed to provide an overall view on the research topic. 

• The abstractions have been originated from the execution of 5G NR and 802.11p protocols. In 

terms of security perspective, this thesis only provides the germane information to investigate the 

differences between them. 

• Since the time has been an issue, it was not possible to have the inclusion of a new protocol stack 

like the integration of 5G into ITS stack. 

• The target of this thesis is to find out whether the replacing of 802.11p can be done with the 5G. 

Neither the associated problems have been taken into account, nor the solution of the problems.  

In the end, this thesis does not have any intent to provide the best optimization system for all security 

mechanisms. However, the goal is to collect the information so that the localization of all the possible 

optimization can be done. 



 

 

 

1.4 Research Flow 

 

For the purpose of writing this thesis, we have first Identified the research questions. And later to resolve 

or to get answers to the questions we have performed a deep research on the existing technologies. These 

include the security analysis on the current ETSI ITS protocols, security standard and the 5G network 

model that is existing now. Most of the papers that we have read could be found in the IEEE explorer. As 

there are lot of work done in this field, we have also contracted the field experts and the academics for 

interview purpose. These helped us to gain in-depth knowledge and based on that we have analysed 

different elements of 5G networks in the V2X communication. 

Finally, we have critically analysed our research questions with the existing technology and also compared 

to the different possible obstacle that might become to adopt with the recommended technology.  

1.5 Overview 

This report is structured as mentioned. At the beginning of the thesis we have gathers all the research study 

that is existing and relating to our research, we described that as a Literature review in chapter 2. We have 

divided this chapter into the different parts as the culture of the research. In the third chapter we described 

our methodology in-depth and how we adopted to acquire this thesis. The fourth chapter is all about the 

analysis of the gained knowledge, comparative study and critically analysis of the different security topics. 

We also discussed what could be adopted and what we can avoid. We conclude the thesis by the fifth 

chapter with recommendations for future works and conclusion.  
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2 Literature Review 

Introduction 

The technological transformation is taking place in the automated vertical market with a view to 

creating more concentrated vehicles with full automated capacity. It is possible to do so with the 

assistance of 5G. This can be done on the basis of the connection between the autonomous vehicles 

incorporate with each other by taking into consideration of the Vulnerable Road Users (VRUs), 

vehicle-to-everything (V2X) in 5G network system. V2X is capable of formulating the perception 

of the environment. Thus, it possesses the potential to come up with right decisions by exchanging 

views among the vehicles close to the environment. The automated vehicles can ensure safe 

transportation system which can drop down the fatality rate minimal. In addition, traffic 

congestion will be smoother and the impact on the environment will encounter less impact. 

However, the challenges persist and to have found the answer of the research questions, 5G, 5G 

NR, ETSI ITS and the IEEE WAVE standards, and cellular V2X have been discussed.        

2.1 The Vehicular network standards  

2.1.1 ETSI ITS  

Different types of standards have been devices with respect to the ITS communication (ITSC). 

The standards have inclusion regarding the protocol stack(Gianotti, et al., 2016); the 

communication architecture (Visala, 2014); security requirements as well as the messages (Visala, 

2014)and the architecture and services. The end nodes in those standards are known as the ITS 

station. The vulnerability and the execution assessment are needed to be done in the upcoming 

sections. 



 

 

2.1.2 IEEE WAVE standard 

The Wireless Access in Vehicular Environments (WAVE) has been introduced by the IEEE on 

the basis for V2X communication (Ahmed, Ariffin, & Fisal, 2013). It was, in the beginning, in the 

United States. The WAVE has been undertaken with a view to demonstrating several standards 

which are needed for V2X communication. With respect to the security and architecture, WAVE 

is quite close to the European standard. In the WAVE stack, the colours are responsible for the 

demonstration of the ETSI ITS layers. In the upper layers, the difference can easily be discovered 

since the WAVE Short Message Protocol (WSMP) is utilized in lieu of the GeoNetworking or the 

BTP in ETSI ITS standards.according to (Ahmed, Ariffin, &Fisal, 2013) this protocol is used for 

the minimization of the communication overhead. WSMP and UDP services are not clearly 

defined in the WAVE services. Different types of cryptographic mechanisms such as the 

public/symmetric keys for signing/encryption, verification of the certificates given by the 

infrastructure of the authority. The certificates can be of two types such as explicit, which means 

that the public key is explicit; and implicit, which has an inclusion of a reconstructed value for 

public key).            

2.2 5G for V2X 

Many types of research have been done on focusing the optimization for V2X communication. 

According to(Aurora, et al., 2010) authors have come up with a new proposal on the non-

orthogonal time-frequency schemes for the allocation so that the achievement can be attained 

which can ensure high reliability and low latency. In that paper, a creation of the testbed took place 

for low latency and high-reliability 5G-V2X communication system (A Ali et al, 2017). Another 

proposal has been proposed by Pak which states that a faster and smoother pack of classification 

can enhance the performance (wooguil, et al , 2017). However, Chang et al. (2016) proposed 

another proposal in order to eschew from the flood and storms of the messages by the broadcasts. 

According to Zhou and Kellerer (2017), this concept of the Virtual Cells (VCs) has the potential 

to optimize with respect to the efficiency of power, reliability, and capacity. However, Luoto et 

al. (2017) have found that the optimum performance can be discovered in between the LTE 

communication of the vehicles which possess with comparatively sophisticated connection server 

with the RSU. Zou et al. (2017) has come up with another proposal for the emergency braking 

system and recommended 5G for the usage of the vehicle to vehicle (V2V) . In this paper, it was 

discussed that the cellular activity is used in analyzing the scenario but it is not used for the 

Uuinterface. As it has been sufficed in the paper that been written by Boban et al (2016). , the 



 

 

Global Navigation Satellite System-based (GNSS-based) synchronization has been one of the 

most important network coverage scenarios to date. The multi-antenna can give good coverage as 

well as necessary developments related to Ultra Reliability and Low Latency Communication 

(URLLC). According to the definition given by the ETSI ITS, in the phase of testing, BISSender, 

BISReceiver, and different layer utility messages were used by the software programs (European 

Telecommunications Standards Institute,2011). Then the whole pack is delivered to the Radio BBU 

as a mean of UDP messages which are then sent by the 5G communication through device to 

device. By doing so, the rates of the messages went up to 200Hz which is normally kept between 

1-10Hz.          

2.3 C-V2X vs 802.11p  

The research questions contained the plausibility whether it is possible to convert from 802.11p to 

5G NR. It is important to find the differences between them so that the comparison can be made 

easily. Since 5G NR is still in the process of development, the comparison will be between the 

802.11p and C-V2X. The following table depicts the comparison between these two such as: 

 

Filippi et al (2017) has concluded in a nut shell, the C-V2X has been devised for the V2I/I2V 

communication which possesses a direct communication. However, in case of the 802.11p, this 



 

 

has been devised solely for the ad-hoc mode with which different vehicles can be able to make 

connection and communicating directly. Before setting up a connection, it is advised to add a Basic 

Service Set (BSS). Though it might not possess any security in 802.11p, the reliability stands on 

the higher level of security mechanisms. In addition, the 802.11p is not more sophisticated as well 

as well structured like C-V2X according to Filippi et al (2017). 

2.4 5G NR (New Radio) frequency  

 

5G has the potential to come up with a new technology based on the usage of the radio. This is 

called NR. NR has been devised so that the communication can take place with different types of 

systems. In the end of the 2017, NR was released primarily on 3GPP.org (2017) . This has the 

capacity to provide credible and reliable communication by consuming broader bandwidth. There 

are also some modern technologies which have been proposed by satrya et al (2017) for the 5G 

physical layers such as Visible Light Communication (VLC), millimetre wave (mmWave), 

NOMA, massive MIMO, and cognitive network 

 

2.5 mmWave 

The LTE radio possesses an optimum frequency up to 2.6GHz. However, the need of more data 

transmission rates is there to take care of. In order to provide support in this regard, the mmWave 

can be able to provide a huge spectrum of frequency from 30 to 300 GHz by utilizing a very 

minimal wavelength of 1-10 mm that is stated by Boban et al (2016). He also suggested that the 



 

 

size of the antennas has to be decreased and so has the size of the wavelength. The short 

wavelengths may create hurdles since these do not work in harsh weather Boban et al (2016) 

added. That being said, to solve the matter, the 5G NR can have inclusion of multi-node 

beamforming technology.   

 

2.6 MIMO and beamforming in 5G 

To put reliability on the mmWave technology, beamforming technology can ensure the reliability 

to great extent. Since the sizes of antennas are small, it is possible to establish several antennas in 

the base station separately. The multiple-input-multiple-output (MIMO) antenna enables 

concentrated beams to have an aim at the users who are individual in nature. By utilizing beam 

tracking as well as beam training, a beam can efficiently provide the users with uninterrupted 

communication setup through identical links published by Adeshina et al (2017) in a IEEE 

conference.   

 



 

 

The aforementioned technologies have been investigated with relation to V2X communication. In 

a paper from Vaet al.(2016), it has been presented that high-quality mobile devices are needed for 

faster beam training. In prior method, many beam pairs have been used instead of using a single 

beam. Larsson et al. (2017) have investigated this same phenomenon and here, they executed 

proficient tracking of beam pairs in volatile situations where the frequency switches remained 

between all of the points of transmission. An experiment took place on the race track of BMW 

which has made the researchers more enthusiastic. Emphasis was given on the control of Doppler 

shifts which has been introduced by high speed. A solution has been proposed by Tateishi et al. 

(2017) stating that Channel State Information (CSI) can be chosen to minimize the overhead of 

signalling. Zhao et al.(2017) in another paper came up with an idea for securing the 

communication system. MIMO signalling, as well as the duplex operation, is supported by the 

two-way communication system. Al-Momani et al.(2016) on another paper has proposed to have 

the usage of the beamforming so that the re-authentication of the physical layers can be augmented. 

A channel called ‘signature’ is used for the authentication which is amalgamated of different 

variations in the Doppler shift.       

2.7 visible light communication ( VLC )  

Visible Light Communication (VLC) is attracting many times and efforts of the researchers all 

around the world. This is regarded as radio transmission which is actually not a significant portion 

of the 5G NR. This technology has already been used in the RONJA project as a part of early 

execution of the technology in 2001 according to ronja.twibright.com (2017). This technology has 

the potential to provide betterment for the execution of 5G developments.  

 

VLC is responsible for transferring data at a very high speed by flickering LED light which naked 

human eye is unable to comprehend. During the time, if the light is switched on, then it will portray 

1 and in case the light is switched off, then it will show 0 respectively Karthik et al (2017) 



 

 

published.With respect to backhaul communication, VLC system can definitely add value in 

between national core and cell towers ( Zhao et al , 2017). The benefit of the VLC system lies in 

the long-distance outdoors. However, there are definitely some challenges in the execution of the 

VLC system in the long run. One of the benefits of VLC technology is the cost-effectiveness and 

the greenness it serves to the environment compared to the mmWave. In case for the challenges 

or the drawbacks, the VLC technology consumes much more expensive due to the rigorous 

purpose it serves and that is why the operating expense is huge whereas it does not require any 

expensive devices within itself. In addition, the drawbacks can have inclusion of the low Signal-

to-Nose Ratio (SNR) so that the light can spread far away and stay sensitive to the surrounding. 

Valiveti(2017) came up with a paper which states that the passengers of a train can have hybrid 

communication system with LiFi/WiFi. This particular system is known as ‘grey system’ and a 

central network will be responsible for determining the handover of taking place. This decision is 

decided by calculating the Signal to Interference Ratio mostly.   

2.8  Non-Orthogonal Multiple Access (NOMA) 

Non-Orthogonal Multiple Access (NOMA) is another method which has the potential to be used 

in the 5G NR mentioned in Kizilirmak’s publication (2016). Time Division Multiple Access 

(TDMA), Frequency Division Multiple Access (FDMA), and Code Division Multiple Access 

(CDMA) are the methods are regarded as useful methods that can add value in the scheduling 

method like NOMA. However, aforementioned methods altogether fall under Orthogonal Multiple 

Access (OMA) which is unable to provide the cooperation requirement for 5G NR.  

 

Simultaneously, in case of NOMA, several users can have the capacity to transmit at the same 



 

 

time using the identical frequency where the signals can be transmitted in the form of a wave by 

separating the power level of the receivers. The separation is regarded as the Successive 

Interference Cancellation (SIC). Since the separation needs to be iterative in nature, it is known as 

the successive where the topmost strong signal is taken for extraction as well as subtraction until 

the desired signal is revealed. Spectral Efficiency (SE) and Energy Efficiency (EE) can provide 

high degree of data rate which can only be done provided that the cancellation is perfect after the 

assumption of SIC. Although in real life, it is close to impossible that the perfect cancellation can 

take place and it is impossible since there would be some sort of interference that would take place. 

This is why the data rate is lower due to the remaining of the interference. In fading channels, the 

errors of the cancellation are expected to be found. One of the problems of using NOMA is the 

requirement of high computational power which is required for the SIC algorithm in case for 

running the huge number of enhancement of users. For the vehicles, it will be a hurdle for the 

optimization of allocating power. With a view to controlling the challenges, it is imperative to 

accumulate MIMO with NOMA so that the errors will be minimized and the reliability of the 

combination will increase. Privacy concern was one of the concerns in the NOMA which has been 

investigated by Satrya and Shin (2017). It was claimed that iterative separation by SIC has the 

capacity can enable the harmful user so that the private messages can be extracted which had 

already been addressed to other designated user. The solution for the proposal included the 

importance of two keys which should be used in order to get rid of the problem. It means that one 

key should be used for the hashing whereas the other key should be used only for authentication. 

The first key will be responsible for making sure that the legal user is performing whereas the 

second key consists the embodiment of the MAC and IMEI of the user’s.      

2.9 Cognitive radio (CR) networks 

In order to augment the performance of the radio spectrum, Cognitive Radio (CR) can play a 

crucial role in that regard that is learnt from Soliman et al (2017). 



 

 

 

 It is responsible for making a bridge between the licensed and unlicensed users so that they can 

coexist by utilizing various spectrums. Licensed users possess a higher degree of priority and also 

are regarded as primary users. On the other hand, the unlicensed users are regarded as the 

secondary users and they can have the transmission only when the spectrum possesses a hole 

which was left off by the primary users. Software Defined Radio (SDR) can provide the way of 

achieving the spectrum-sensing radio since this is way more convenient for the users (Soliman, et 

al, 2017). This particular technology possesses the improvement in capacity as well as throughput 

rate. However, the complex operation of this technology lets itself towards vulnerable attack 

(Soliman, et al, 2017). .There are solutions which have been proposed such as the usage of PLS 

solution for the protocols regarding transmission in the CR Networks (CRN).High risk persists on 

the primary user due to the coexistence of both primary and secondary user where the chance of 

eavesdropping is not minimal (xei, et al , 2017). To provide solution for this subject matter, Xie 

et al. has come up with an idea that states of the addition of noise in the signal through the 

Superimposed Coding (SC) so that the original signal can experience the interference; hence the 

primary user’s concern of privacy on eavesdropping can be taken care of. 



 

 

 

2.10 The security aspect of 5G in vehicle to everything   

The paper from Bian et al. (2017) depicts the aspects of security in relation to the V2X 

communication system. They came up with different types of challenges which could not be taken 

care of by the given standards such as platoon disruption attack which was found on the basis of 

old packets, data falsification attack by providing false pictures or videos. On another note, it is 

almost impossible to find the jamming attacks. These issues can be taken care of by introducing 

non-cryptographic security mechanisms in this regard. The example can be given on a car of a 

specific platoon which could be responsible for collecting data from different vehicles so that it 

could be understood if there was any deviation such as statistical interference. In order to get rid 

of jamming, it is important to set up a channel hopping process so that the communicating parties 

can hop on through a sequential process which is completely exotic to the attacker. One of the 

most challenging sides of the non-cryptographic mechanisms is the delay that actually concerns 

the parties (Eiza ,et al , 2016).      

2.11 security aspects of 5G over the physical layer 

There have been many investigations that lead towards doing research on the wireless physical 

layer security in 5G. Two layers have been identified by the researchers which are known as 

physical layer authentication and Physical Layer Security (PLS). According to Sun and Du, (2017) 

PLS has the application which is suitable for use in 5G confidentiality. PLS can have the artificial 

injection of noise that can decrease the quality of the channel; hence, the channel quality of the 

receiver-end remains good. Studies have revealed that cryptographic approaches are less fast in 

terms of key distribution than PLS technology. In addition to that, unlike the solutions and services 

that cryptographic approaches serve, PLS is capable of providing higher security levels. The new 

offerings of 5G may not go hand-in-hand with the current technology of PLS; therefore, a solution 

has been proposed so that the PLS technology can better fit with the features of 5G according to 

Sun and Du (2017). In case for the ultra-low latency, it is imperative to use PLS on the basis where 

the eavesdropper might not be able to get what he/she intends to get in the given time. That is why 

Farhang et al. (2015) proposed physical layer security which can ensure the protection from the 

vulnerability in 5G NR. The access points are comparatively smaller and that actually can play a 

part in disclosing the location. However, the location can be disclosed with pinpoint accuracy and 

authors have proposed an interesting solution by formulating a mechanism to use the ‘noise’ at 



 

 

the access point. The same thing has been found by Yu et al. (2016) proposing a solution through 

the distribution of knowledge.       

 

 

Pan et al. (2015) have come up with the physical layer authentication which is devised on the basis 

of the channel response and is unique in nature. The response of the channel can be used as a 

means of fingerprint because of the uniqueness of the features. This has also been investigated by 

Xieet al.(2017) for authentication of the symmetric key in the distribution process.   
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3 Research Methodology 

Introduction: 

The research methodology is a vital chapter of a research thesis paper. It is a go through the 

theoretical and systemic analysis that has been applied for the purpose of the research. 

To select and implement a specific methodology is of very important because it helps in data 

collection on the ground of literature and facts. Irny and Rose ( 2005) used a method for researching. 

The below-mentioned flow chart shows how a researcher can go through until they reach a certain result. 

 

 

 It makes the process simpler and helps observe new facts and draw conclusions. There are 

different types of research methodologies. And that differs depending on the research type and 

criteria. we are mostly focusing on the Descriptive research where we collect data from the 

different resources and other papers. In methodology, we briefly describe how we have collected 

data, how the research questions have solved or how we have tried to get to the solution for a 

problem.  

3.1 Research Philosophy 

There are several options to choose from with respect to the data collection system which can be based on 

the research topic or the research arena. Hence, it is a must for a researcher to follow a certain course of 

action to conduct the research. Though there have been different choices of modes given in the (Saunders 

, et al., 2009) book, a handful of choice has been made with respect to the need of this study. 



 

 

It is necessary to have a discussion on the Research Onion before going into the details. 

  

The research onion portrays the step-by-step process of the research which entails the activities the research 

does and the views that the researcher holds. It is mandatory to go for in-depth analysis and the layers of 

the onion should be done thoroughly up until the desired outcome of the research. 

Saunders (2009) had come up with four philosophies on the research which would let the researchers utilize 

one philosophy that is the amalgamation of two philosophies technically. Pragmatic research philosophy 

depicts the research process in a multi-dimensional way and interprets the process of that research. In 

addition, the data have the inclusion of two important paradigms which are called interpretivism and 

positivism (Saunders , et al., 2009). The positivist research paradigm relies on the collection of data whereas 

the interpretation focuses on the source of the gathered data. In addition, interpretivism research paradigm 

can pave way to analysis further so that a possible solution can be achieved (Saunders , et al., 2009).     

The following figure discusses the factual data with respect to the pragmatism: 



 

 

 

The analysis of the paradigms certainly depicts the philosophy of pragmatism. That being said, the 

observation will increase the validity of this approach with a view to collecting data as well as interpreting 

different techniques.  

3.2 Research Approach 

Two kinds of approaches are applied for reasoning that can emphasize on many parts of a research. 

One is the inductive approach and the other is a deductive approach (Trochim, 2006). The first 

one is a process which takes a step from a very specific perspective to a general perspective. On 

the other hand, deduction is a process that works with a general viewpoint and gradually moves 

toward a specific one. Deductive researchers usually begin their process using a formation which is like a 

‘top down’ manner (Creswell &Clark, 2007). 

Hence, the deductive approach can be summed up with a top-down approach and this needs to possess a 

theory which is needed to have proof to accept whereas the inductive approach is can be represented by 

bottom-up approach (Saunders , et al., 2009).  

 

Deductive / 
Inductive

Pragmatism

Objective 
or 

Subjective 
Ontology

Value-free / 

Biased 

Qualitative 

and/or 

Quantitative 



 

 

 

But when it comes to the inductive research process, the researchers tend to work from the bottom 

to the top while working on the opinions of the respondents with a view to creating a wide array 

of themes and generating them according to the theory (Creswell & Clark, 2007). More 

specifically, the approaches mentioned before have similarities with quantitative and qualitative 

methods, which are also known as deductive method and inductive method respectively. But not 

every researcher supports the combination of inductive-deductive or quantitative-qualitative. So 

it is prudent to treat each of them differently. 

The collection and organization of data will be based on the survey, interview, literature reviews, and 

questionnaires. Afterwards, the organized data will be utilized to identify the aspects of this research which 

can enable the researcher to deduce the main purpose of this research on the basis of smart vehicular 

transportation system.  

3.3 Research Strategy 

There are numerous strategies that are undertaken by the researchers which suit their research topics such 

as the grounded theory, survey, ethnographic strategy, experiment research, action research, and 

combination of action and experiment research. It is needed to justify the mode of research strategy so that 

the researchers can move forward with the research strategy (Bernard, 2011). However, time can be the 

essence of research and there are strategies that consume huge time to cover. This is why survey can be 

designed to collect primary data from the respondents and this is not very time consuming provided that 

the respondents are ample in number (Saunders , et al., 2009).  

This study requires collecting data from the respondents who heavily use transportation to go from one 

place to another frequently. Hence, it would not be wise to interview all the people and also, it would 

consume huge time as well. Research strategies like action research, archival research or grounded theory 

would not be suitable for the Vehicle to vehicle communication over 5G network since not much 



 

 

information can be found on the internet due to being a modern concept. That is why going for the survey 

would be the right fit for the research to inject awareness to the people for the security concern and to 

collect the insights from the respondents on their needs.   

3.4 Data Collection Methods 

In case of primary data collection method, the difference can be understood by the data collection type 

where one type is mostly based on the numerical data whereas the other type represents the exploratory 

nature of the research (McCusker & Gunaydin, 2015). The quantitative research concentrates on the 

statistical data and is densely used by researchers since it can provide exact information of what the 

researchers are actually looking for. On the other hand, qualitative research focuses on attitudes as well as 

different correspondents and experiences to shed light on the research topic.  

 

 



 

 

 3.4.1 Interview 

 

In an interview, data is collected by the researcher who asks a respondent certain questions and 

the respondent answers them accordingly. In the case of the consultancy of an expert, an interview 

is considered very important because the expert can enrich the interview with valuable insights.. 

The obtained data is of high quality as it comes from the experiences of the respondent. In addition 

to this, the related cost of collecting data by arranging interviews is higher than other methods of 

data collection (Odoh and Chinedum E, 2014). 

In our purpose for research, we have conducted interviews with our fellow students and some of 

the cybersecurity experts from Oxford University and chamber university Sweden (appendix V 

and VI). The interviews had help us come up with the different research questions. As the 

interview was between the Field known personals the questions were technical. We have 

conducted some of the researchers around the world who are working on this topic, we sent them 

interview questions and ask them if they could possibly answer them on their time.  

One of the researchers from Sweden has replied with the very In-depth answerers over the skype 

and it helped us to analyze our data. Piers O'Hanlon from oxford university had participated in an  

interview. We have benefited from that interview as well. In appendix VI we have attached the 

interview transcript. 

 

3.4.2 Questionnaire 

 

Another easy method of collecting data is questionnaire. It represents the respondents’ 

observations by asking them a set of questions where they express their thoughts and opinions 

regarding that certain phenomenon. When the questionnaire is made according to the standard, 

respondents will be willingly provide their insights about the topic. Then and only then the 

questionnaire will be able to contain their attitudes. But for that, the questionnaire has to be well 

structured. It will be given to the respondents and they will have to fill it up according to their 

thoughts and beliefs (Odoh and Chinedum E, 2014). The questionnaire has to be free from bias 

and cannot contain anything that makes the respondents unwilling to answer. Distributing the 

questionnaire to the respondents is not an easy job to do. The respondents may live in different 

places. In that case, the questionnaire can be mailed them via online or offline or both systems. 

Additionally, telephone communication can be used in this regard but that may make the 

respondents uncomfortable if the situation comes where they have something to say that does not 



 

 

support the related company or the person doing the research (Odoh and Chinedum E, 2014). This 

is the reason why a questionnaire should be made with proper guidelines so that it can be a useful 

method of the survey research. 

Interviews of prominent researchers and associated personnel have been taken from different 

sources and this has provided important input in coming up with the prospects of 5G network with 

respect to the vehicular cellular network technology.   

As we have chosen to conduct interview in our case we have included the questions we have asked 

to the researchers.  

The topic of interest was consisted with but not limited to : 

• Verification establishment for the vehicular networks. 

• Access authentication for autonomous Vehicular net. 

• Attack resistancy 

• Requirements for the ITS 

• Security in ETSI v2X communication  

• CIA triad model in the V2X network 

 

 3.4.3 Survey 

Conducting survey is a part of primary research. In our case we had used the case study as our 

research strategy.  But we also have taken some secondary survey data that has been conducted 

by other researchers. This type of research works as a medium that helps understand others’ 

perceptions and analyze them to know more about a specific occurrence.  

The implementation and capacity of a survey technique cannot be restricted to a single area 

because of the characteristics of that technique. Survey is one of the most used techniques and to 

conduct it requires a lot of apprehensions. Survey can be used properly to understand the 

perspectives of the respondents. It can uphold the present scenario regarding the research topic. 

For this, survey is the most popular method of data collection (Odoh and Chinedum, 2014). 

 

 

 

 

 

 



 

 

3.4.3.1 Basic information 

 

 

It is necessary to have the demographic information to do the survey and this is why the basic 

information has been asked from the respondents with a view to having a knowledge on their 

responses.  



 

 

3.4.3.2 Origin 

 

The aforementioned information is necessary to know. Since vehicular 

network only persists in developed countries, the continents/countries of the 

respondents can play a vital role in determining the responses.  



 

 

3.4.3.3 Main part of survey  

All the questions will be needed to respond to the respondents. The analysis 

will be avidly discussed in the analysis chapter whereas the questionnaire will 

be kept in the appendix for further references.  

3.5 Data Analysis Methods 

The visual representation will be undertaken through using pie charts, bar graphs, and line graphs which 

will portray the relationship among different variables. Later, the data presentations will include the 

descriptive analysis so that the findings of the research can be disclosed and interpreted accordingly.  

 

3.6 Ethical Consideration 

According to the Ethics documentation of Northumbria University, no boundary persists in the ethical 

practice, problems, and principles. It is compulsory for all the students to participate in the research so that 

they can practice of being ethical and punctual while they are engaged in the research work (Northumbria 



 

 

University, 2018). In addition, the research ethics committee has been successful in eradicating all sorts of 

ethical dilemma which is one of the most important factors according to (Saunders , et al., 2009). Privacy 

of the respondents should be given top priority when respondents agree to participate in the survey 

(Saunders , et al., 2009). In addition, the respondents cannot be forced to participate either and they will be 

expected to participate voluntarily. Also, the respondents should find no discomfort in participating in the 

survey and they should not expect any biasness in the questionnaire. That being said, the wording of the 

questionnaire should be poised in a way that cannot create any negativity in the mind of the respondents 

(Saunders , et al., 2009). Therefore, the respondents are entitled to have a choice of not giving out the 

personal information stated by the General Data Protection Regulation (Information Commisioner's Office, 

2019).    

  



 

 

4 

4 Research Analysis 

Introduction: 

In prior sections of this study, this research paper had already discussed the impact of 5G radio technologies 

in V2X communication and how it can provide protection to the existing system. In this section, the data 

analysis will take place as the data collected from the respondents had already been taken. It is important 

to mention that the data analysis will be able to answer the research questions. 

4.1 Literature Review analysis based on our research 

questions 

In this section, the insights from extensive literature review had been taken and explained to find out the 

answers of the research questions posed at the beginning of the research. The analysis will be done on the 

basis of CIA triad. That will ensure the maintenance of the security and also the goal of this research will 

be achieved. 

The questions are as follows: 

• RQ1: What type of security mechanisms and protocols has been considered in ETSI V2X 

communications till now? 

• RQ2: What type of security requirements are needed for several use cases of ETSI ITS? 

• RQ3: What are the features that can be utilized at the physical layer in order to develop the security 

measures of 5G? Is it possible to repudiate any security mechanism from the higher layer protocols? 

• RQ4: What are the vulnerabilities that 5G NR can cause to V2X communication? 

• RQ5: Will it be possible to replace 802.11p with 5G NR? What are the stymies if it is not possible 

to replace?  

 



 

 

Security stands for the protection for the important information to control the accessibility of the 

unauthorized personnel. It actually has a combination of Confidentiality, Integrity, and Availability. 

In the following, the research questions will be addressed and answered accordingly with the assistance of 

literature reviews and analysis of the survey responses.  

4.1.1 RQ1: security mechanisms and protocols in ETSI V2X communications  

According to section 2.1, this particular question has already been answered and explained in full. Findings 

will be summarized here in this part and the security mechanism that has been used in the ETSI ITS will 

be explained in brief in the following. The packet of SecuredMessage is a combination of different types 

of payloads that are DENM or CAM in nature. Also, these are the requirements that the security layer needs 

for the various types of trailers as well as headers. The SecuredMessage header carries a unique version 

protocol and also the security profile. In order to portray the format of the messages such as payload, 

compulsory header, and trailer fields, the security profile is used. In addition, it was also used in terms of 

encoding. In case of confidentiality, CAMS and DENMs have stated that no messages should be encrypted 

as per the security profile for the CAMs and DENMs (European Telecommunications Standards 

Institute,2013) As the research moves towards the following sections, the confidentiality of data can merely 

be regarded as a problem in applications for the basic sets. At the time of authentication of any user 

through a certificate authority, a public key is being used for exchanging the credentials cryptographically 

(European Telecommunications Standards Institute,2010). On the other hand, authentication, as well as 

integrity in ETSI ITS model experience the cryptographic signatures so that the authentication of the 

sender can be done as well as the integrity of the messages, can be guaranteed (European 

Telecommunications Standards Institute,2010).The message is verified as well as signed by using 

asymmetric cryptography or symmetric cryptography. Privacy is guaranteed for the sender since the user 

cannot be tracked down. Hence, the pseudonyms are needed to possess updates every now and then 

(European Telecommunications Standards Institute,2012). In addition, for the attacker, it is very difficult 

and close to impossible to establish a connection or a link of the pseudonym to canonical identity of the 

users (European Telecommunications Standards Institute,2010). In terms of availability, there are no such 

guarantees that have been found which can explain the ETSI ITS security documents. According to  

(European Telecommunications Standards Institute,2010), availability has already been taken into account 

along with the solutions. Some of these have inclusion of “Include the origin address in every V2V 

message”, “Limitation of all message traffic to the V2I/I2V and the places where it is suitable”, and 

“Include a sequential number in new message”. It is one of the requirements for the certificate structure to 

provide the validation as well as the distribution of the asymmetric keys so that the encryption and the 

signatures can be done. Granting the certificates is a responsibility for the Certificate Authorities (CAs) 

who does the work by maintaining a hierarchy. On top of everything, ‘ultimate root of trust’ lies and it is 

called the Root CA whereas the down livings are called the Authorization CA and the Enrollment CA.  The 

responsibility of the Enrolment CA has inclusion of the initial authentication and also it is responsible for 



 

 

providing pseudonym to users. Afterwards, the Authorization CA provides the users with permission in 

accordance with their needs so that the users can perform their operations accordingly.  

4.1.2 RQ2: security requirements are needed for several use cases of ETSI ITS 

 

Availability: The class of this application has very rigorous requirements on availability since the concern 

over safety is regarded as one of the highest priorities to be delivered.  

Confidentiality: Confidentiality is not very much important because the warnings are delivered to the ones 

who might be vulnerable to the upcoming danger.  

Integrity: In terms of safety measures, integrity is vital to be acknowledged. A fabricated message has the 

potential to divert the operation in a wrong way. For example, if a vehicle sends a warning on the ‘slow 

vehicle’, it should mean that only. However, if it is modified and meant something which was not very 

urgent, like a Point of Interest notification, this might lead towards causing havoc in the road.  

Authentication: Authentication can vary from numerous use cases. In case for warning messages, this is 

only a requirement by the receiving transports for the identification of the location. With respect to the 

receiving end, no actual need of the identity persists because of the authenticity of the users’ location and 

the delivery of the messages.  On the contrary, for audit purposes, it might have used so that the 

identification can be done for the misbehaving users. However, it is possible to falsify the identification. 

The attacker can send a fabricated warning for an accident. The receiver will be able to notice that the 

sender possesses another location through the location authentication. That is why, it is not important for 

the full authentication. Nevertheless, for special vehicles, it is imperative to have authentication such as the 

emergency vehicle warning system for the emergency vehicle.  

Privacy: The privacy concern is very important in this respect and the requirements can vary at times. 

Privacy is very important in terms of providing protection and security for the slow vehicle indication, 

emergency vehicle warning, co-operative glare reduction, and motorcycle approaching indication since 

these are the most used messages that are being delivered during the trip. In case of a collision warning, a 

privacy risk may arise. Privacy might seem to be problematic for the lane change warning and overtaking 

vehicle warning provided that the user frequently overtakes and changes lane. These cases comprise road 

hazards warnings and these have no potential threat to track the users.  

4.1.3 RQ3: security measures of 5G in NR or New radio frequency  

Except for the emergency vehicle warning, authentication is highly required for the receivers to locate the 

location of the sender. Meanwhile, it is important to have the identity for the authorities so that they can 

always remain in the business of tracking misbehaving users. 



 

 

Physical layer authentication: In the physical layer, location authentication can take place by utilizing 

the physical layer authentication technology which has already been discussed in the subsections 2.11 and 

2.6. In addition, beamforming technology can augment technology and has the potential to make life 

difficult for the attacker to anticipate the location-dependent channel signature. In addition, it can provide 

better performance for the collision risk warning. But, this technology is not suitable for the decentralized 

floating car data due to the fact that the sender is not needed to stay at a particular place.  

Availability through NOMA and cognitive radio: In general, for any road safety cases, availability is a 

must for all the cases. A special risk is found in the decentralized floating car for availability. The messages 

are being repeated for numerous times from a particular time to another car and an attacker has the potential 

to multiply the messages and turn the messages into ‘waves’. As a result, a message flood can be 

experienced which eventually jam network and consequently, the users will lose access to the network. 

This is why it is imperative to install mechanisms that can work as a shield to encounter the attacks. 

Cognitive radio network, as well as NOMA scheduling, can provide availability upon being utilized. In 

addition, as per the subsections of 2.8 and 2.9, these technologies have the capability to utilize resources 

inefficient manner for the availability of the network.  

 

 

4.1.4 RQ4: vulnerabilities that 5G NR can cause to V2X communication 

 

Vulnerabilities: Some security requirements can be solved by the new security solutions provided in the 

prior sections. However, the 5G NR is prone to vulnerable security analysts which mean the OEMs should 

be on its feet to tackle the vulnerabilities efficiently. The following parts will provide solutions which have 

been discovered from the responses of the respondents.  

Privacy: New technologies germane to the 5G NR have been discussed in this paper and it had identified 

that privacy can be a concern in this case. The location of the user can be known by introducing small cells 

which force mmWave to work for the attacker. According to section 2.11, this can be prevented by doing 

randomization of the base. In section 2.6, it has been discussed that privacy can be an issue in case of using 

beamforming technology since this requires the implication of tracking the location of the user.  NOMA 

can originate privacy concerns since the receiver is responsible for extraction of the strongest signals with 

different destinations which have been discussed in 2.8.  

Availability: Availability problems can be found in the cognitive radio since the operation is complex 

according to section 2.9 Proposed methods in that section can ease the complications of the cognitive radio.    

Confidentiality: Confidentiality can be a concern in the cognitive radio. Therefore, numerous authors have 

studied and come up with numerous solutions on confidentiality issues in the cognitive radio which has 



 

 

been discussed avidly in section 2.9, One of the solutions revealed that the introduction of noise to the 

eavesdroppers. In the meantime, the channel between the receiver and the sender remains unharmed. This 

method is identical to the PLS.     

 

4.1.5 RQ5: Possible Exchange 802.11p with 5G NR 

 A research question, in the beginning, had been formulated to see whether the replacement of 802.11p 

along with the 5G NR might be completed. To be able to answer that, it is needed to acknowledge that it is 

possible to work simultaneously. However, the NR has not been defined and it is possible to improve it 

according to the needs. Because of the modularity network stack, the change of scheduling method 

(NOMA) or frequency transmission should not be able to put any impact on higher layer protocols in this 

regard. According to the subsection 2.3, the 5G NR is regarded as the developing technology; hence, it will 

not be a wise decision to compare this with the IEEE 802.11p protocols which lay in ETSI ITS model. 

However, the 802.11p protocol can be compared to C-V2X. In another subsection 2.3, a table has been 

formulated to provide a clear view of the features of the aforementioned technologies.  The C-V2X and the 

802.11p possess almost identical feature whereas the differences have been noted in table 3.2 that 

represented the usefulness and the stymies of taking C-V2X in lieu of 802.11p. 

 

According to the table, the stymies of the C-V2X can possess a serious threat to the benefits. Having said 

that, the problems have already been solved the problems in 5G V2X. In addition, the Doppler Effect has 

also been taken into account and also been solved since this effect can become problematic in the time 

when the vehicles move fast.  This actually represents the connection of both LTE and 5G NR base station 

(Qualcomm. Designing 5G NR, 2018) 



 

 

 

Redundant cryptographic mechanisms 

The aforementioned subscriptions have been portraying every aspect of the security concern. The 

security concern of the use cases is the integrity, availability, and authentication. In addition, it 

has also been understood from the discussion that the physical layer technologies can extend the 

assistance to give necessary solutions in this regard. The receiver needs the authentication of the 

location and this is exactly where the cryptographic signatures can prove to be redundant in the 

use cases. However, this problem can be taken into action by channelling the signatures. In 

addition, the encryption is not needed for the selected use cases. Cryptographic authentication can 

be amalgamated with the physical layer authentication so that full authentication can be achieved 

in terms of identity and location [72], [15]. That being said, it is evident that the certificate 

infrastructure, as well as the cryptographic keys, is the ones which are greatly needed in some of 

the particular cases. It is done when the authority wants to track the users who have been behaving 

in a different way that they should not be. If IBC can be embraced for the vehicular system, the 

certificate infrastructure can go towards being redundant. The prior sections had gone through 

discussing the IBC with respect to the IoT. However, it is necessary to have adjustments for the 

V2X. Needless to say, this technology has the potential to become one of the most important 

technologies in the future that can ensure the optimization of the cryptographic mechanisms. Thus, 

it is an essential sector to divulge the resources in it.      

 

Other 5G security technologies 

Since the prior subsections advised, integrity, as well as authentication, can have a solution to 

small extent if the channel signatures are being used. That being said, the case that it is being dealt 

with in this thesis does require availability with respect to the emergency vehicle warning. The 

subsection possesses security solutions for all the requirements. In addition to that, some solutions 

have been provided for the requirements.   

Availability: Availability holds the possibility to be solved in an implicit manner. There are 

numerous methods which can develop the availability to a newer extent. Bian et al. [20] have come 

up with a solution by installing channel which can be established in order to get rid of jamming. 

The parties can hop on in between the channels through a particular sequence which is completely 

unknown to the attacker (see Subsection 2.10). The different solutions have inclusion of packet 



 

 

forwarding approach so that the message storms and flooding can be gotten rid of which has been 

initiated by the broadcasts.  

Privacy: Privacy cannot be considered as a vital element for the use cases. However, by 

randomizing the choice on the basis of the base station, it can be solved to some extent which has 

been discussed in Farhang et al. (see Subsection 2.11).   

Confidentiality: There have been various methods which can be appropriate in solving 

confidentiality by having a go through the PLS (see Subsection 2.11). However, in the use cases, 

confidentiality has no importance. This can be utilized in instant messaging, parking management 

or automatic access control system.   

Authentication: 5G core network can have application if the vehicle resided inside the network. 

The 5G-AKA protocol (see Subsection in use case one;4.3.1) can easily be used for UE which has 

a USIM that can communicate with the base station. 5G technology has the potential and capability 

to authenticate users. It is important to find all the necessary information on the aforementioned 

technologies so that the efficient and effective one can be selected for V2X communication.    

 

 

4.2 Data analysis of our survey  

In the first part we are analyzing primary data that we have collected whilst we had done survey. 

We have conducted survey on “5G Security Survey” with some questions on internet. We have 

conducted the survey from around the world. In this part we are analyzing the data that we have 

collected from the survey in the 5G security prospective. 

 



 

 

In this survey we got the response from the above graph that shows that the US people are more 

concern about the 5G security than any other countries in the world. And Africa the least country 

that are concerned and they have not many people have contributed in the survey.  

There were a question “What might be the concern you will have if you were to emphasise on trail 

program in term of security proficiencies” 

 

The Radio structure that is fully scattered and have perfect control of users’ plane by implementing 

5G NGC and NR has a major concern implication. 

In the respond to that the CSP’s had to come up with the solution that can provide a fulfilling 

security measures that consists of all aspects of security, for instance signaling security, business 

security, and more over IOT and MEC services 

4.2.1 Question: “if you were to launch the 5G on commercial basis, what 

would be the architechural design you would follow to support your 

business?”  

 

 



 

 

The strong focus is given on the cloud RAN security as well as core network signaling capacity which 

attracted 65% and 63% respectively. It is needed to be run in all configurations. This can also simplify the 

requirement to provide the support on the Internetwork Packet Exchange (IPX) so that the main core can 

have the usage in case for the launching operation. The NSA can easily pave the way for having less 

complexity for the security services.   

4.2.2 Question: “can you tell us the what is the preferd encryption method you 

would chose for securing the users data in defferent layers? ” 

 

5G will be needed to provide the support for the encryption in a cloud-based architecture. Hence, it is a 

must to ace in comprehending the encryption preferences through different layers of networks for the end-

to-end protocols for security. By having a close focus on RAN, the aforementioned figure possesses an 

impression of the radio network IPsec (54%) which is a type of encryption related to protocol based. In 

addition, there are other layers of networks which have also the preference on the IPsec. However, the 

support or the responses were put in 43% and 41& respectively. The usage of TLS protocol-based approach 

is the second preference selected by the respondents. The options have provided the support in the 

aforementioned boxes which had ranged from 25% to the RAN 34% which was done by facing to the core 

(known as backhaul interfaces) and 31% core which was done by facing internet. The Heavy Reading had 

the support of ‘other encryption methods’ and it had a range from 20% Ran to a maximum of 25% with 

respect to the internet-facing interface. Alternative protocol-based approaches can be used in terms of the 

QUIC which stands for Quick UDP Internet Connection which is responsible for the management of 

HTTP2 services in case of latent environment.  

 



 

 

4.2.3 Question: “what would be time frame we are looking to implement the 

below mentioned control panel abilities in the security sector over 5g 

network”  

 

According to the responses from the aforementioned figure, NRF is highly likeable among the 

respondents to be executed (39%) so that service profile delivery can be enabled. In addition, as a 

mode of commercial priority, the NEF is also capable of providing service (33%). However, in 

case for third place, a tie took place which were the SEPP (24%) for securing the roaming and the 

signaling of G firewall which is responsible for playing important role in securing signaling 

operation (24%). 

4.2.4 Question: “Do you think that it is important to have the existing firewall 

(for 4G) for keeping the 5G network safe at the commercial market 

structure”  

 



 

 

The challenges regarding the control plane of CSPs face is more like the management of complex 

as well as hybrid environment in order to make sure the uninterrupted working capacities of the 

protocols related to the 3G and 4G signaling. There lies an important consideration in the control 

for the 3G and 4G firewalls which have the capacity to support the 5G. In addition, this system 

can also be listed with all other attributes that have been mentioned in the questionnaire where 

‘extremely important’ inputs had got attracted from HTTP2 – Diameter interworking (43%), 

HTTP2 – SIP interworking (38%), and then fraud/correlation capabilities (30%), HTTP2 – SS7 

interworking (29%), and single/multiprotocol support firewall (27%), which reflects the need to 

support HTTP2 Diameter, SIP, and even SS7 interworking. The level of “important” responses 

(37% to 49%) is also significant. It reaffirms the focus on fraud/correlation (49%), single 

multiprotocol firewall (48%), and even the importance of private Long-Term Evolution (LTE) 

network support (47%), which continues to gain market traction. 

4.3 Case study  

Case study is another technique of research that compares the past condition and the current 

condition of a background to come up with a solution and take suggestions from that historical 

teaching in this third part we are discussing three case studies.  

 

4.3.1 Case study one: 5G-AKA and ITS authentication 

Arko et al (2017) published in there paper about the security and the efficiency. It is still up for 

debate about the efficiency of two technologies of authentication regarding the ITS model and 5G 

with respect to the V2X communication. For moving individuals, these technologies can provide 

assistance in utilizing limited resources and speed generation. In addition, it is needed to 

investigate about the 5G-AKA protocol which can be utilized for the users who are not inside the 

coverage. 

On the other hand, the channel response is capable enough to provide fast and smooth 

authentication. The technology is not suitable for authenticating the sender through identifying the 

identifier. However, this can provide its services for re-authentication in warning messages to 

repeat simultaneously. It can be made possible if the authorities require no authentication for 

identity in delivered messages for audit. Before applying the technology, it is imperative to be able 

to put trust into and should be reliable as well as verified. In addition, the verification is needed to 

include the fingerprint along with the moving receivers and senders. The problems regarding 

security need to be acknowledged and checked in full so that serious caution can be taken to protect 



 

 

the users from harmful things. Also, the beamforming can ensure the improvement of the physical 

layer authentication and later on, it can be added to ITS model. The integration should possess the 

cryptographic mechanisms and the physical layer authentication.            

4.3.2 Case Study Two:  Adapting IBC for V2X communications 

Drias ,et al (2017)  proposed IBC (Identity based cryptography), which  is essential in order to 

repudiate the certificates that are needed in ITS model. This technology can ease the verification 

procedure for the keys and capable of authenticating directly so that no authority is needed to be 

contacted. If IBC can be integrated with the ITS, this will become one of the most important 

technologies which can perform better compared to 5G-AKA for V2X. IBC has a lot of promise 

to bring benefits; however, it is in deep need to adapt with the V2X communication. IoT is 

comparatively a look-alike of the V2X; hence, it is needless to say that IBC can be suitable for the 

V2X as well.  

There are other modern technologies which can enhance the new possibilities for the 5G network 

to make it readily available. Cognitive radio (Soliman J. , et al , 2017) and NOMA (Kizilirmak, et 

al , 2016) scheduling are the two modern technologies that can really add value to the 5G. 

Cognitive radio is responsible for utilizing the resources in an efficient manner whereas NOMA 

scheduling is responsible for the transmission of different signals with identical frequency. If both 

of the aforementioned technologies can be integrated together, network availability will not be an 

issue. It is recommended to secure the execution procedure since NOMA scheduling has concerns 

over the security and the cognitive radio possesses a complicated nature which is vulnerable to the 

attackers.     

4.3.3 Case Study three: Ericsson whitepaper 

Ericsson (2018) had published a whitepaper on the security of 5G which states an abysmal view 

on the usage of various technologies in the 5G arena. The lists have inclusion of communication 

security, privacy, resilience, identity management, and security assurance. The communication 

security for both of the user plane traffic as well as signalling is kept in encryption. Also, the 

signalling traffic is generally protected. This can be available for user plane traffic. Privacy is a 

must in this case, and this is only provided by encrypting the identifier. This is a method for 

protection for the identifier, which is long term in nature and also, it is compulsory to refresh the 

identifier which is not permanent; thus, for short term purposes only. In case for resilience, 

isolation and separation method is taken into account. Identity management plays the same role 

as 4G does such as securing the cryptographic mechanisms, system for mutual verification 



 

 

between the user and the network. In addition, this identity management is responsible for the 

portrait of EAP framework. The EAP framework is the best suited for mobile operators for the 

authentication purposes. The job of security assurance lies in ensuring the network so that the 

network can meet up the requirements to provide security. This is consisting of auditing 

infrastructure and requirements for security. In recent years, Oxford University published 

(2018)a report stating the technical vulnerability lies in the 5G-AKA protocol. 

  



 

 

5 

5 Recommendation and Conclusion  

In this part of the thesis, light will be focused on the challenges which will be faced when the amalgamation 

will take place between 5G technology and V2X communication system. It is expected that this research 

topic will earn a lot of eyes to do research on. Future recommendations are given below based on the 

potential research challenges. 

5.1 OPEN RESEARCH CHALLENGES AND FUTURE 

recommendations 

• It is important to have found the latency which is limited to 1 millisecond at maximum level when 

the emergency situations take place. In addition, the automatic pilot in this case is very important 

which is needed to be on its toe to assist the driver as fast as it can do. 

• It is important to consider the ultra-reliable communication system with respect to vehicle and to 

the safety for general public. Though there have been so many researches done in this sector, the 

connection between Internet of Things (IoT) and connected devices will surely make the issue into 

a complicated one. 

• In addition to that, it is vital to have the research on the identification of different types of loopholes 

that might prove to be vulnerable for the communication system. Hence, it is compulsory to have 

huge work to be put on the physical layer so that the identification will be easier for the data and 

equipment. Another research challenge can be the usage of ML techniques which can efficiently 

analyse the abnormal behaviour of the attackers.  

•  In case for UAV operations, the main factors are reliability and latency and these factors are 

needed to be applied in the operation so that the assistance from the safeguard can be provided to 

the operation system. In addition, it is important to have a constant connection between the ground 

station and UAV for uninterrupted video streaming. 

• In UAV communication, there are multiple problems related to the privacy as well as security 

which are needed to be taken care of. The problems are related to the spoofing, jamming, and 

eavesdropping. In order to provide solution for the problems, it is essential to follow AI solutions 

and lightweight techniques.  



 

 

•  Other challenges related to UAV communication can be the avoidance of collision as well as the 

fast and mobile support which have the potential to be researched on by the researchers. 

• A reliable connection along with the high speed network is required for the monitoring processes. 

If not so, the researchers will not be able to possess exact and real-time data to make useful 

decision. However, getting high speed and a secured connection is a problem which is needed to 

be recovered by the researchers. 

• It is necessary to provide support for the 3GPP SA3 security protocols and have an engagement 

with the system. In a given time period, it is important to become realistic and pragmatist whereas 

it is not expected to miss any opportunities to devise new things for the successful improvement 

of 5G. 

• It is mandatory to provide encouragement to support the SDN/NFV security. In addition, the 

stimulation for the products are required that can provide support to the sensitive functionalities 

in different types of visualised environments. 

• It is also advised to have proper communication with the Open source communities and also, it is 

needed to have the advocacy sp that it would bring more protection to the open source. 

• The assurance of the security-by-default has been built in the developments of 5G/ It is also 

suggested by FCCG report that the security will be needed to have demonstration as part of the 

development program. The future research should also take into account the engagement of 

developers in the design of 5G test buds to have the establishment of security and protection in the 

initial stage.  

 

5.2 Conclusion 

5G itself is a recent phenomenon in this world and it is always making its way to make the lives better for 

the people. In addition, V2X communication has been there for a while to protect the secrecy of thousands 

and it has been one of the trusted modes of communications. This paper contains the study on the effect of 

5G security focused on particularly vehicle to everything network, which can put a lot of impact on the 

security measurement of V2X communications. Literature study and participants’ responses have been 

collected in order to analyse the impact of V2X communications upon the introduction of 5G technology. 

In the beginning, a model has been adopted, namely ETSI ITS model, with a view to describing the current 

status as well as standards for V2X communications. The security procedure and prospects have been 

portrayed in full. Later on, the solutions of the security problems have been discussed with respect to the 

5G. The analysis part of this report depicts the security requirements on various use cases. In addition to 

that, there were corresponding solutions which were given based on the requirements. The investigation on 

the security aspects had inclusion of different variables germane to the authentication, privacy, 



 

 

confidentiality, availability and integrity of the system. In the research, it was discovered that the 5G-AKA 

protocol as well as the physical layer authentication should take the place by replacing heavy cryptographic 

algorithms in the ITS since 5G-AKA protocol is proven to be efficient than the latter one. IBC is needed to 

be adapted for the V2X communications and then, it will be wise to remove the certificate infrastructure of 

the ITS model. In the end, the future prospects and directions have been discussed pertinent to this research 

field. The existence of V2X communications came a long ago before the initiation of 5G. In that time, the 

security mechanisms as well as the protocol stack had been made for the standardization with the assistance 

of state-of-the-art technology. Nevertheless, it cannot be denied that 5G is moving towards the business 

end and possessing modern standards to make lives easier, comfortable, and secure for the citizens of the 

world. Since 5G possesses technological advancements, it is believed by many researchers that 5G will 

have a huge grasp over the V2X communications. However, it is needless to say that the security of 5G is 

needed to be analysed thoroughly and it is necessary to find efficient way to have integration with the 

existing ITS model.       

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

APPENDIX I 

Cellular communication technology has already experienced numerous researches in order to 

provide secure, reliable and faster connection for the future generation. Thousands of proposals 

germane to technology and architecture have been considered by researchers in order to address 

the associated problems that may arise when the proposals are being executed. In addition to that, 

frameworks related to protect the privacy in 5G network have been proposed that concentrates on 

the data encryption, data obfuscation, access the control and data anonymity. 

Protecting and securing the communication networks have been regarded as one of the most 

difficult tasks due to the difficulties in the network. In addition, the perimeter based solutions as 

well as the proprietary management makes it even difficult (Kamuru & Nijim, 2014). In addition, 

the architecture of the internet is responsible for dealing with the problems that are originated in 

the infrastructure (Barzoi & Luca, 2013). The revolutionary change has come up with the wireless 

network system which is IP-based in nature. That being said, as the time passes by, the challenges 

of internet-based securities have already been transferred to the wireless network system. 

In the following part, the discussion will be based on the current approaches of D2D 

communication in case for protecting the privacy since these are very much germane to the cellular 

network system of 5G.  

APPENDIX II 

A proposal on a particular conditional scheme called ‘privacy-preserving’ has been introduced for 

the vehicular network which is 5G enabled by default. It is supposed to provide the performance 

in real-time in addition to the identification of threats to the privacy (Azees, 2017). On the other 

hand, another proposal came up with the introduction of a clustering based security which would 

be adaptive and also, a scheme for protecting privacy for the 5G VANET (Eiza, 2017). In order to 

achieve data privacy in the D2D communication, relationship based scheme has been proposed by 

another sets of researchers (Wo et al., 2018). The devices that are already authenticated join in the 

data anonymity and the communication with the assistance of device nodes, participate in the 

operation anonymously. However, it is regarded that these particular mechanism are narrowly 

concentrated on the protection and is vulnerable to any devices that are not known to the 

mechanisms (Fan, 2018). Hence, it is evident that this particular privacy protection poses a 

dangerous threat to the privacy protection since the compromised device will be responsible for 



 

 

sharing sensitive information with the device identities. Remote locking signals have a way of 

capturing as well as replicating the accessibility to a particular vehicle which is fairly accepted 

and acknowledged in all of the primitive systems. Moreover, it is also responsible for switching 

off the alarm system that allows the thieves to have ample time and opportunity to grab the vehicle 

and flee from the spot. The manufacturers all around the world put money in executing the systems 

to be top notch and unable to break the privacy protection. The usage of a cryptographic key is 

widely used. On the other hand, the vulnerabilities are still in the large which allow the competition 

to possess the access of the vehicles. Hence, the vehicles get compromised without a notice and 

therefore the proposal given by VANET in order to security purposes, do not meet the expectation 

(Eiza, 2017). There is a report published by news The Guardian which entails that the Range 

Rovers which possess keyless locking navigation are targeted by the thieves due to the 

vulnerability it possesses. On top of that, the necessity of new keys is needed to be programmed 

in a way that can present a significant opportunity to the thieves to take the vehicle away from the 

real owners. With respect to Audi RS4 vehicles, the thieves have also been able to exploit a way 

to drive the vehicles away by adding a new key to the system after the thieves can achieve physical 

access of the vehicles. Though this can be regarded as a pre-planned attack on the vehicles, the 

company, Audi, has refused to acknowledge any claim from the owners or the insurance 

companies. Some important and tricky techniques have been derived by the researchers of the 

University of Birmingham. They have developed keyless entries so that the encryption 

mechanisms can be cracked. But, the research findings were not published in the beginning since 

if the findings were leaked, the number of car thieves would increase and the crime rate in UK 

would go up (Verdult, D. Garcia and Ege, 2015). 

APPENDIX II 

 

Three-factor authentication with privacy 

The classification of the three-factor authentication with privacy can be folded into three folds 

such as: 

1. Protocol based on smart cards 

2. Protocol based on biometrics 

3. Protocol based on passwords 

The following figure can portray the classification in brief with visualization: 



 

 

 

The real question would arise on the possibility or feasibility to use the aforementioned three 

factors altogether. In terms of authentication protocol, the smart card can depict what the user 

holds, the passwords can portray what the user knows, and the biometrics can represent what the 

user truly is (Fan & Lin, 2009). To be exact, the author intends to propose a scheme which would 

be a three-factor authentication scheme so that biometric privacy can be stronger than before. 

Upon the authentication and login phases, the server can only accept the user if he/she can pass 

the authentication phases successfully (Fan & Lin, 2009). This scheme can prove to be efficient 

enough in case for the low computation method for the smart cards (Lin & Lai, 2004).  

Hence, the biometric systems can be folded into three folds (Blasco et al., 2016), which are; 

1. Traditional Biometric Systems (e.g., using Windows (Rathgeb & Uhl, 2011)); 

2. Wearable Biometric Systems (e.g., using smartphone (Camara et al., 2015a)) 

3. Hybrid Biometric Systems (e.g., in telecare services (Camara et al., 2015b)) 

With respect to the security concern of the biometric based identification system, it is a must for 

the user that he/she is unable to know anything that is on the database. That is why the usage of 

fingerprint is mandatory to provide higher sets of reliability (Barni et al., 2010). This identification 

protocol can prove to be very efficient compared to the other schemes with respect to the usage of 

the bandwidth (Erkin et al., 2009; Sadeghi et al., 2010). In order to render the protection of identity 

and to strengthen authentication system, it is important to understand the protocol of password 

based authentication and the service it can possibly render in the long run. Another study found 

that a cryptanalysis has been done on the protocol of Hsiang and Shih so that a more secure identity 

based authentication protocol can be found (Sood et al., 2011). In addition to that, this protocol is 

fairly efficient in terms of the complexity in computation compared to the multi-server 

authentication protocols (Hsiang and Shih, 2009; Liao and Wang, 2009). Another cryptanalysis 



 

 

has been done on the proposition of Hsiang et al. where it was found that the scheme was 

vulnerable to huge attack which is not easily counter-attacked such as server-spoofing attack (Lee 

et al., 2011). Moreover, the scheme is considered as an efficient one since it is beneficial in terms 

of the cost of communication for the verification as well as login stages. Based on the review of 

the Chen et al. (2013), some authors came up with a proposal on the hierarchical identity based 

access authentication protocol which they have named like HA-HIBS-VN (Liu & Liang, 2013). It 

can be applied to the 5G cellular network. HA-HIBS-VN protocol has the capacity to provide the 

essence of the non-forged signature and the private key privacy (Liu & Liang, 2013). The handover 

delays are the thing that set this protocol efficient apart from other protocols with the combination 

of the identity based signature, Peer Group Tree (PGT), and Mobile Vector Network Protocol 

(MVNP) (Dang et al., 2010). The historical studies in that arena such as studies on the password 

based authentication protocol fell short to provide necessary solutions to shed some light on the 

attacks. Therefore, Wang et al. (2014) went on reviewing the two-factor authentication system 

which had been proposed by Li et al. (2013). However, in this scheme, it was discovered that it 

was vulnerable to the password anticipation attacks on the offline. But, the research done by Wang 

et al. (2014) revealed this his scheme could counter attack the password anticipation attacks and 

if the smart card had been lost, it would work nevertheless. That being said, the scheme is highly 

beneficial for the cost of computation in favour of the user’s perspective. In order to get rid of the 

weaknesses possessed by (Das, 2011), (Li et al., 2013a, 2013b), the recommendation would be to 

undertake three-factor remote user authentication along with the scheme on the key agreement by 

utilizing biometrics. However, this particular approach does not actually go hand-in-hand with the 

D2D communication for the 5G cellular network since this depends upon a unique key provided 

by the Certificate Authority (CA). In accordance with Rajputh et al. (2017), the proposal of cloud 

based conditional privacy preserving mechanism is taken care of the CA. In addition, the 

assignment is given to the sets of devices (Rajputh et al., 2017). On the contrary, this mechanism 

has less utility for D2D communication as well as for 5G cellular network. A sophisticated smart 

card based password authentication system has been proposed which can guarantee the secrecy as 

well as can achieve the mutual authentication proposition (Wang et al., 2014; Chen et al., 2014). 

This sophisticated protocol has been discovered on the basis of two reviews from Xu et al. (2009) 

and Sood et al. (2010) schemes. Moreover, this particular scheme has the capacity to be efficient 

with respect to the computation cost on the server side which can be compared to the other schemes 

such as Song et al. (2010), Sood et al. (2010), and Xu et al. (2009). Hence, if in any circumstances 

the memory device which carries the authentication is revealed, the scheme will be more prone 

towards suffering the offline attacks on password anticipation (Chen et al., 2014). Three 



 

 

characteristics have been discovered with a view to reviewing the schemes provided by Sood et 

al. (2011) and Wen and Li (2012) since these will be important for creating smart card based 

password authentication system sustainable. Also, it will be possible to apply in the cellular 5G 

network (Ma et al., 2014). The shortcomings that Chang et al. has in the scheme (Chang et al., 

2013), this can be solved by adapting the assistance for the session key management system 

(Kumari et al., 2014a). This scheme by Kumari et al. (2014a), the user can be able to stay under 

the radar; means, the user will not be traceable and he/she can be anonymous. In order to overcome 

with the weaknesses of Kumari et al. (2014a), another proposal has been proposed stating the 

augmented remote authentication scheme that also serves the user with anonymity as well as 

privacy (Chaudhry et al., 2015).  

APPENDIX III 

 

pseudonym algorithm 

The pseudonym algorithm is regarded as the base of location privacy preservation framework 

with respect to the vehicular network for 5G (Liao, 2018). Anonymous as well as pseudonyms, 

both have already been utilized for the concern of privacy maintenance in numerous 

applications. Vehicular networks which are ad hoc can be an example in this instance (Förster, et 

al., 2018) . The usage of the pseudonyms and anonymous is used so that the identification of 

storage units cannot be known; thus, can be hidden. Hence, the threats to privacy are still 

concern in that arena. For example, let’s assume that handful amount of power is injected by 

some unites for quite a period of time. The utility will able to forecast that the storage units have 

no redundant power which will increase the demand of the power. The forecast may be utilized 

in case for manipulating the purchase price so that financial gain can be achieved. The usage of 

data aggregation technique is better since it is able to classify the units’ of storage’s self bids. 

This method of operation is efficient in terms for the privacy of location and to classify the 5G 

introduced vehicles aloof from tracing whereas it is quite unable to protect the identity as well as 

the data privacy-preservation. In addition, it is said that the algorithm has lacking in meeting 

instant demand and possible leakages which make the D2D vulnerable mode of communication. 

For example, the hacker stays in between the utility and the storage unit and intends to setup two 

keys where a single key is needed to be shared with the utility and other will be shared with the 

storage unit so that the attackers can become fool with direct supervision. In case of a successful 



 

 

attack by the hackers, they have many different options to choose from such as fabricating the 

bids.   

APPENDIX IV 

Homomorphic Encryption 

D2D data privacy-preserving scheme has been proposed by authors with respect to the 5G cellular 

network which is clearly done on the basis of homomorphic encryption (Jin, 2018). The scheme 

has the potential to implement a secured data which can be aggregated of the cipher text in order 

to protect the privacy of the data. However, the scheme has a constraint with minimal power of 

computing and inability to provide security against threats like snooping or eavesdropping (Liao, 

2018). In case for the homomorphic encryption, the bids are generally encrypted and the 

encryption is done by public key. It is impossible to make the decryption without having the 

private key. The utility will be unable to acknowledge bids of units since gateway is responsible 

for sending aggregated bids to utility. Also, it is impossible to make decomposition to bids which 

are individual in nature. The relay meters, gateway and the eavesdroppers are unable to point out 

the total number of storage units’ bids. It can be the huge power which is pushed from community 

since the community is unable to know classified keys.  Also, the usage of one-time key in the 

aggregation along with another one-time number which is random, in case for homomorphic 

encryption, surely can be able to strengthen the preservation of privacy since the bids are being 

sent by the storage units to numerous times. In addition, if that identical key is being rejected in 

addition based aggregation, it is possible that the hacker might be able to calculate differences 

among the bids. This signifies that if a single bid is exposed, simultaneously all of the bids will be 

exposed automatically.  

APPENDIX V 

Patel: What should be the role of SDOs in creating and supporting the regulatory requirements in 5G networks 

? 

Piers O’Hanlon: I think SDO's  are important in terms of discussion on protocols and best 

practice and the SDO's then need to liaise with the regulatory authorities in the relevant 

jurisdictions to form appropriate regulations for the industry and international usage. 

Patel: Can standards play a major role providing security assurance ? 



 

 

Piers O’Hanlon: SDO's Provide important forum before the meeting of stakeholders to 

discuss their concerns and a shared experiences and knowledge within the limitations 

that the company's or have and I think they provide an important guideline and 

recommendations in terms of security operations and security algorithms for example 

than crypto algorithms hashing algorithms and their usage and then insurance can be 

built up from adherence to these recommendations and guidelines. 

Patel: How can an international and multi stake holder dialogue help address concerns 

about the security and the privacy for 5G ? 

Piers O’Hanlon : OK an international multi stakeholder dialogue is important so that other organisations 

can discuss their common concerns and understand the threats that they are all facing but these are all 

changing so it's important to kind of keep the keep the dialogue open it's also important to take into 

consideration user input so organisations that study feedback from users in terms of their privacy and 

requirements from the system . 

 

APPENDIX VI 

 

Interview 

Patel: What are some of the main outputs of the pre-standardisation work group ? 

Hugo Tullberg : Well if I work with freestanding station developing a roadmap for 

standardization to show how the different types of PPE products in Pakistan 

organisation and we are targeting a release during the Fall this year and as your nose 

standardization is important in many aspects one of them is a business enabler for others 

to know what what you were here to when building new products and in particular for 

5G we foresee a large number new use case is the new actors in is the actor system and 

therefore the standardization this is really important 

Patel: what are the main standardization in bodies in 5g ? 

Hugo Tullberg : Now as 5g as a larger scope than the previous generation then will not only targeting 

evolved mobile broadband automatic machine that communication ultra-reliable and low latency 



 

 

communication services the even though it's 3pp will be the main and station body there are also a large 

number of other relevant standards station bodies including IETF and Xen so on and so forth and it will be 

mentioned in the centre Station Road map 

Patel: How is 5G ensure the contribution to the security standards aligned with your roadmap? 

Hugo Tullberg : When it comes to security in 5G networks this is a really interesting and new ballgame 

and because in the previous generations it was mostly one services that were dominating and the security 

solutions were optimised words that service now for 5G we foresee a large number of services which means 

that the security requirements and Security Solutions will be very different and it will meet the diverse 

needs from stronger security requirements to less strong possibly for massive machine type communication 

and sensor network possibly I'm saying because it all depends on the use case and the biscuit now we're 

fortunate in the 5pp to have the 5th gen short product to work on on this and they are an active contributor 

to the workgroup pre standardization I hope to see a lot of a good technical outcome coming out this product 

the workshop today has been very interesting and we've seen a lot of good good are use cases and initial 

thoughts and someone and I'm looking forward to see it the more hands-on technical results. 

Pathel : why is 5g video surveillance is important in vehicular network ? 

Hugo Tullberg: Vision for secure resilient enviable 5G network Consortium of 16 partners across 

Europe work closely for 24 months with a goal to deliver strategic impact across technology 

standardization and business enablement, as a result, the group formed a holistic view to 

incorporate privacy and trust in the 5G networks and develop software to function as a basis for 

the 5G network security enable. 

Pathel: What are the major security threats for the 5G networks? 

Hugo Tullberg: 5G is going to be an important driver to implement different technologies that 

are currently developing like IOT, IOE and smart cities and smart farming and different other 

technologies. This kind of technologies help to have seamless communication between different 

layers and parameters and also allow the permission to have communication between all of them. 

Regarding to the security aspects we need a common centralization in order to get a common way 

to do the things, we will need a privacy features by the time we get there. 

Pathel: What are the main recommendation to address major security threats in 5G ? 

Hugo Tullberg: My recommendation is performed by ENISA is to face the sign of new 5G 

technology by the sign and to perform security in deep approach   
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