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ABSTRACT 

Nanotechnology provides new solutions for numerous 

applications that have a significant effect on almost every aspect 

of our community including health monitoring, smart cities, 

military, agriculture, and industry. The interconnection of 

nanoscale devices with existing communication networks over the 

Internet defines a novel networking paradigm called the Internet 

of Nano-Things (IoNT). The IoNT involves a large number of 

nanosensors that used to provide more precise and detailed 

information about a particular object to enable a better 

understanding of object behaviour. In this paper, we investigate 

the challenges and opportunities of the IoNT system in various 

applications. An overview of the IoNT is first introduced. This is 

followed by a discussion of the network architecture of the IoNT 

and various applications that benefit from integrating IoT with 

nanotechnology. In the end, since security is considered to be one 

of the main issues of the IoNT system, we provide an in-depth 

discussion on security goals, attack vectors and security 

challenges of the IoNT system. 
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1. INTRODUCTION 
The popularity of the Internet of Things (IoT) is increasing every 

day, especially with existing and modern wireless 

telecommunications techniques. The IoT has the capability to 

connect and communicate all objects around us over the Internet 

using either wired or wireless networks [1]. There is no doubt that 

the IoT has changed the use of the Internet and Machine-to-

Machine (M2M) communication in such a way to enable devices, 

sensors, and objects to communicate with one another and 

exchange their information to create new applications and services 

that used to improve human life‟s [2]. 

The IoT concept was first introduced by Kevin Ashton in 1999 [3]. 

Due to the rapid development in mobile communication, Wireless 

Sensor Networks (WSNs), Radio Frequency Identification (RFID), 

and Cloud computing, communications among IoT devices has 

become easier and different objects are able to communicate and 

cooperate with each other. The IoT system involves a vast 

diversity of devices such as smartphones, personal computers, 

PDAs, laptops, tablets, and other hand-held embedded devices 

which generate a large scale network of heterogeneous devices [4]. 

The IoT has a critical effect on numerous aspects of everyone‟s 

life such as healthcare, agriculture, industry, smart cities, smart 

appliances, etc [5]. 

Nanotechnology has enabled better and efficient opportunities for 

numerous applications including health monitoring, industry, 

agriculture, smart cities, military, etc. It has resulted in the 

development of nanomachines, which are very small elements 

encompassing of organized set of molecules carrying out 

predetermined operations. Nanotechnology allows nanodevices to 

collect, create, compute, process and transmit data at nanoscale 

dimension. The interconnection of nanosensors and nanodevices 

with existing classical communication networks with the high-

speed Internet has led to the evolution of what is called the 

Internet of Nano Things (IoNT) [2]. 

IoNT is the interconnection of nanoscale objects with the existing 

telecommunication networks. It enables new dimensions for the 

IoT by embedding nanosensors inside the objects to enable them 

to communicate and interact together through nanonetworks via 

the Internet [6]. In addition, IoNT explains how the Internet will 

evolve as nanosensors, which are in billions, will be connected 

and communicated by nanonetworks to exchange information 

between different nanodevices [7]. 

The objective of this paper is to provide an overview of the IoNT 

system. It starts by providing an overview of the IoNT, its 

communication types, and network architecture. In addition, the 

paper involves an examination of applications that benefit from 

integrating IoT with nanotechnology. Challenges standing in the 

way of successful deployment of the IoNT are also discussed. In 

the end, since security is considered to be one of the main issues 

that face the IoNT system due to the large scale of nanosensors 

with limited computation capabilities and memory, we investigate 

the security of the IoNT system by discussing security goals, 

attack vectors, and security challenges. 

The rest of the paper is organized as follows: Section 2 provides 

an overview of the IoNT system; the network architecture of the 

IoNT is presented in Section 3; Section 4 provides an overview of 

various applications of the IoNT; Section 5 discusses the 

challenges of IoNT systems; Section 6 presents security of the 

IoNT by discussing security goals, attack vectors, and security 

challenges; and Section 7 is the conclusion. 

2. INTERNET OF NANO THINGS 
The notion of nanotechnology was introduced by Richard 

Feynman in December 1959 [8]. The basic idea behind the 
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expansion and practice of nanotechnology is miniaturization and 

production of devices in the scale of 1 to 100 nanometres [9]. 

Nanotechnology has resulted in new nanomaterials with new 

characteristics that help to develop novel nanodevices such as 

nanorouters and nanosensors [6]. 

Nanotechnology is considered to be the building block of the 

IoNT, which is comprised of nanoscale networks of physical 

objects to share information between each other using nano 

communication techniques. The concept of IoNT was presented 

by Ian F. Akyildiz and Josep Miguel Jornet from Georgia Institute 

of Technology [10]. They defined the IoNT as: “The 

Interconnection of nanoscale devices with existing 

communication networks and ultimately the Internet defines a 

new networking paradigm called the Internet of Nano-Things”. 

IoNT can be deployed by mixing nanodevices with existing 

technologies like IoT, sensors network, Cloud computing, etc. The 

development and widespread adoption of IoNT relies on 

processing capabilities, large storage at low costs, smart antennas 

and smart RFID tag technology. The IoNT has given birth of new 

domains like Internet of Bio-Nano Things (IoBNT) [11] and 

Internet of Multimedia-Nano Things (IoMNT) [12] which can add 

novel developments in healthcare and multimedia arenas. 

3. NETWORK ARCHITECTURE OF IONT 
The global IoNT market is expected to grow in the near future, 

attributed to growth in a number of connected devices, high 

demand for ubiquitous connectivity, high adoption of IoT among 

end-user industries, and need for better connectivity across the 

world [12]. IoNT nanosensors are connected to physical objects to 

collect, process, and share data with end users. However, the 

interconnection of nanomachines with current communication 

techniques need to develop new network architectures [13, 14]. 

 

Figure 1. Network architecture of IoNT [15]. 

The components of the IoNT network is changed according to the 

context. However, there are essential elements for the network 

architecture of IoNT in various applications, as shown in Figure 1. 

These elements include: 

 Nanonodes: These nodes are considered to be the smallest 

and simplest nanomachines. Because of their limited energy, 

low memory, and limited communication capabilities, they 

can perform simple operations and transmit information over 

very short distances. Nanosensor nodes and nanomachines 

with communication capabilities are integrated into various 

objects such as human body [16]. 

 Nanorouters: Compared to nanonodes, nanorouters have 

larger computational resources which are appropriate to 

combine information coming from different nanomachines. 

Nanorouters can also manage the behaviour of nanonodes by 

transmitting simple control commands such as sleep, on/off, 

read value, etc. Increasing the capabilities of these devices 

result in increasing their size which makes their deployment 

more difficult [2].  

 Nano-micro interface devices: These devices are used to 

combine the information collected from nanorouters to 

transport it to the microscale domain, and vice versa. Nano-

micro interfaces are supposed to be hybrid devices that able to 

communicate in the nanoscale domain using both 

noncommunication techniques and traditional communication 

approaches in classical communication networks [17]. 

 Gateway: It is used to control the entire system remotely over 

the internet. For instance, in an intrabody network, the 

information received by an advanced cell phone from a nano-

micro interface in the wrist can be forwarded to the healthcare 

provider [12]. 

4. APPLICATIONS OF IONT 
IoNT has involved in several applications such as multimedia, 

military, industry, smart cities, agriculture, and health monitoring. 

This section gives an overview of common applications where 

IoNT can use nanotechnology to add more benefits to various 

domains, as shown in Figure 2. 

4.1 Oil and Gas 
Nanosensors can be used to enhance the discovery rates of the oil. 

They can travel through the pores of the rocks and help to find the 

oil bounded to the rocks. Although cross-well imaging tools add 

more impact to the field, their provided resolution is very low 

such that the location of the oil is identified using huge magnetic 

source and receiver to map the nanoparticles that are inserted 

using recycled water [18]. In IoNT, nanosensors interact and 

communicate with each other by molecular communication and 

the collected information can be conveyed in real-time using a 

nearby gateway. This allows the location of oil to be efficiently 

mapped without requiring a specific magnetic source and receiver 

[19]. 

4.2 Military 
The war strategy has changed with the existence of new advanced 

biological and chemical weapons that make the difference in any 

battle. In the military, the IoNT can use nanosensors to discover 

the existence of a chemical composite in a concentration of even 

only one molecule. The composition of molecules of a room or 

the battlefield can be identified by nanosensors without the need 

for external tools such as the devices used for spectroscopy. In 

addition,  nanosensors have the capability to identify the problems 

of very small cracks in bridges, civil structures, vehicles, textiles 

and rockets [6]. 

4.3 Agriculture 
There are many successful scenarios where IoNT can improve the 

productivity of the agriculture. For instance, there are numerous 

types of nanoparticles that have proved its efficiency in pest 

management. Nanoparticles also can be used to control fungi in 

plants [20]. These particles can be embedded into a nanosensor 

and used to control and monitor the planting process using the 

IoNT. For example, the fertilizer can be sent out to the plant based 
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on monitoring conditions of the plant [21]. Moreover, the 

information collected regarding the infected plant can be 

transmitted to the owner to check the plants status and trigger the 

release of nanosensors. In brief, IoNT can enable precision 

farming that uses facilities of satellite communication, geographic 

information systems, and remote sensing to enhance the efficiency 

and productivity of the agriculture [19]. 

4.4 Smart Cities 
The implementation of a smart city provides a smooth interaction 

and communication with home appliances, monitoring sensors, 

surveillance cameras, actuators, vehicles, and others. The roadmap 

of the smart city depends on geographical environments and 

people lifestyle. All communication technologies provided by the 

smart city can be used by anyone regardless of their economic 

condition [22]. With IoNT, nanosensors can be used to monitor 

and identify locations of pollution discovered in the air in high 

concentration and trigger nanosensors to clean up that specific 

location [23]. In addition, with the existence of a countless 

number of nanosensors, it can be used to collect huge amounts of 

real-time information to improve the quality of life and provide 

new services and applications. 

4.5 Multimedia 
Nanotechnology has offered new nonmaterial that can be used to 

manufacture a novel generation of miniature photodetectors and 

acoustic nano-transducers. This allows creating new multimedia 

content at the nanoscale dimension that can add more benefits to 

various multimedia applications such as ultra-high-resolution 

imaging of distant objects for satellite imaging and ultra-high-

resolution imaging for crime scenes [24]. Increasing resolution 

and accuracy of visual and acoustic information is not an easy task, 

but with nano-cameras and nano-phones, this issue can be handled 

by enabling higher computational and storing capacities, higher 

quality image and audio sensing capabilities, and higher energy 

efficiency [6]. 

4.6 Health Monitoring 
Nanosensors have several applications in health monitoring. 

Several parameters such as cholesterol, glucose, and sodium can 

be observed using nanosensors. Cancer-causing tumours and other 

harmful agents can be also detected by nanosensors [25, 26]. In 

addition, nanosensors can be used to fix the demyelinated neurons 

by finding the affected zone and employing a myelin sheath [27]. 

Although identifying the precise location to place the sheath is 

very difficult to know, IoNT nanosensors can relay the nerve 

impulse signal to the destination or towards the other end of the 

nerve [19]. 

4.7 Industry 
IoNT can provide several benefits to the industry. It can improve 

the sensitivity of touch technology using air through nanosensors 

to identify movements of a particular figure in the air and translate 

it into signals [28]. Most industries use Radio Frequency 

Identification (RFID) tags to identify and monitor the production 

components, but RFID tags are mostly passive and require nearby 

readers to exchange information. While with IoNT, nanosensors 

can be used to transmit the information of the production line 

directly over the Internet. Also, Product Lifecycle Management 

(PLM) tool can be used to detect any unexpected action and 

trigger an alarm on the production line manager‟s personal device 

[29, 30]. 

 

Figure 2. IoNT applications 

5. CHALLENGES OF IONT 
IoNT is considered to be the most miniaturized of nanosensor 

networks that have massive potential to be adopted in real-time 

applications. Although the IoNT provides unlimited benefits, it 

suffers some challenges that need to be handled to enable the 

IoNT to be an essential segment of mankind in the near future 

without any limitations. This section provides an overview of the 

most common challenges of the IoNT. 

5.1 MAC Protocol for Nanomachines 
Nanomachines transmit the information from the source to the 

destination using very short pulses. Nanonetworks cannot use 

Medium Access Protocol (MAC) for carrier sensing-based 

communication. This is because no carrier signal is used for 

sensing. Therefore, new MAC protocols need to be investigated 

for pulse-based transmissions of nanonetworks [31, 32]. 

Nanomachines are simple devices with limited capabilities so the 

new protocols should not be very complicated. The information is 

conveyed through very short pulses which decreases the 

likelihood of collisions between different nanonodes trying to 

access the channel at the same time. In addition, new MAC 

protocols should be designed to give maximum scalability, 

throughput, and fairness for nanomachines [33]. 

5.2 Bandwidth Constraints and Channel 

Capacity 
Obviously, the need for more data grows every day, so that more 

bandwidth is needed. However, the available bandwidth is limited. 

This challenge can be addressed by converting to unexploited 

bands of the electromagnetic spectrum such as the terahertz band. 

The terahertz band provides a huge amount of bandwidth for very 

short ranges. Therefore, a large amount of channel capacity will 

be accessible for nanonetworks. However, nanomachines are 

simple devices with limited capabilities, so utilizing the entire 

channel efficiently by these nanomachines is not a simple task 

which will need more investigation [24]. 

5.3 Data Analysis 
Current sensor networks collect data using a static tree in which 

each node senses the surroundings, collects relevant data and then 

passes it to the sink node in the tree. In IoNT scenario, there are a 

large number of nanosensors connected to the microgateway 

which can result in a significant concern related to data traffic [34]. 
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In molecular and EM nanonetworks, data coming from different 

nanosensors are integrated using microgateway before 

transmitting it to the tree. Since data propagation is different 

between nanosensors, this leads to long delays for messages being 

delivered to the sink [15]. Therefore, an optimum time-delayed 

data fusion method must be implemented at the microgateway to 

process all information before transmitting it to the tree. 

5.4 Security and Privacy 
IoNT is being incorporated into most applications of our life such 

as phones, household appliances, sensors, vehicles, and large-

scale infrastructure systems. These devices have their control and 

monitoring procedures digitized and connected to the Internet, 

which raises many security and privacy issues [35]. Our body 

which is attached to many nanosensors is now under attack. 

Critical data can be easily breached by the hacker as it is available 

via the Internet. This may lead to damage to victims including 

theft, spying, and manipulation of their data. Therefore, new 

security and privacy techniques are required to protect sensitive 

data collected by nanosensors [15]. 

The next section will focus on the security of the IoNT by 

highlighting security goals, attack vectors and security challenges 

of the IoNT system. 

6. SECURITY OF IONT 
Like all new technologies, security is one of the most difficult 

issues that face the adoption of the IoNT in our community. The 

attacker can now literally take your life, rather than just your 

money. Nanonetworks comprise of nanodevices that communicate 

together to exchange information.  Vulnerabilities of 

nanonetworks can be exploited by attackers to use its sensitive 

data to perform malicious actions. This is because standard 

security techniques cannot be applied to nanonetworks that 

operate in the terahertz band. To secure the IoNT system, there is 

a need to develop new security solutions [16, 36]. 

In addition, one of the significant sources of the IoNT data is 

healthcare, which raises significant concerns about data privacy. 

Medical information should be protected from unauthenticated 

access which can have a serious effect on people‟s lives. 

Therefore, privacy challenges should be handled to ensure the 

appropriate use of the sensitive data collected from personal 

health monitoring devices [37]. 

According to F. Dressler and S. Fischer [21], attackers can exploit 

the IoNT data which include: 

 Attack on private data such as biological data gathered by 

either in-body or wearable sensors; 

 Disruption of medical applications such as dedicated drug 

delivery applications controlled by a wearable device; 

 Modification of communication links at the nano 

communication level or at the gateway to the Body Area 

Network (BAN). 

6.1 Security Goals of IoNT 
Security of the IoNT system can be assessed by employing 

classical security and risk analysis measures [38]. Typical CIA 

(Confidentiality, Integrity, and Availability) security goals can be 

evaluated in the IoNT context [21]. 

 Confidentiality:  Messages exchanged between a sender and a 

receiver should be protected against any malicious or 

unauthenticated user [39]. In the IoNT system, confidentiality 

need not only to be guaranteed inside the BAN network but 

also when transmitting messages between various nanodevices 

[15]. For example, Advanced Encryption Standard (AES) and 

Rivest, Shamir, and Adelman (RSA) encryption techniques 

can be used to encrypt data within nanonetworks. 

 Integrity: The content of messages exchanged between a 

sender and a receiver should be protected against modification 

by an intruder without the receiver being able to track this 

modification [40]. In the IoNT system, integrity checks need 

to be applied not only on BAN nodes but also on the 

nanodevices and microgateway. The integrity checks can be 

carried out at each node involved in the message exchange 

between the originator and the (final) receiver [34]. 

 Availability: A malicious user must not be capable of 

disrupting or harmfully affecting communication or quality of 

service provided by either nanodevices or nanonetworks. In 

the IoNT scenario, availability of the BAN network, in-body 

nano communication network, and gateway nodes should be 

maintained under all situations and conditions. Adaptive self-

organizing solutions are needed to handle this issue [16]. 

6.2 Attack Vectors in IoNT 
An attack vector is a method by which unauthorized access can be 

gained to a device or a network by a malicious user or an attacker. 

It tries to exploit the vulnerabilities in a device or a network [41]. 

There are several attack vectors associated with the IoNT system 

that need to be handled by implementing the required security 

measures to mitigate against. 

 Internet Exposure: Although connecting nanodevices to the 

Internet helps to share information with each other and allow 

real-time applications, any device which connects to the 

Internet and accepts incoming traffic eventually comes under 

attack. Unlike the network server where a firewall can control 

how the host can be accessed, nanodevices are employed with 

limited computation capabilities and memory and without 

built-in security features that make it an easy target to various 

attacks coming from different locations over the Internet. 

 Lack of Encryption: Unfortunately, security is often an 

afterthought in the development lifecycle of IoNT devices. 

Encryption is missing from most nanodevices due to their 

small size and limited computation capabilities. Failure to 

encrypt sensitive data exchanged between nanodevices, 

whether on nanodevice itself or on nanonetworks will lead to 

several security issues especially when nanodevices become 

part of our bodies. Embedded cryptography such as 

cryptographic co-processors, which can address encryption 

and authentication of nanodevices, is required and securing 

data of nanodevices should be part of any design. 

 Wearable Malware: There is a rapid growth of wearable 

devices in different fields [42]. These devices include smart 

glasses and headgear, fitness trackers, wearable medical 

devices, smart watches, and smart clothing and accessories. 

Wearables devices might become attractive targets for 

malicious software, especially they use Bluetooth which uses 

frequency hopping whereby many devices can transmit a 

signal across the same frequency at the same time [43]. This 

increases the chances of signal interception by attackers and 

theft of sensitive information from these unencrypted feeds. 

 Denial-of-service: This is defined as any event that diminishes 

or eliminates the capacity of a network to perform its expected 
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function [44]. An attacker tries to affect the availability of a 

network that might be difficult to protect, as attackers might 

have sufficient energy to jam radio transmission or flood the 

communication channel with large amounts of molecules that 

destroy regular communication molecules. 

 Water Resource Contamination: Water is one of the 

essentials of our daily lives. This resource is vulnerable to 

bioterrorism attack. To monitor and maintain the quality of the 

water, a network of nanosensors could be released into the 

water to monitor and track the contingent presence of 

dangerous biological agents [45]. However, the attacker could 

release their own nanosensors along with the anthrax spores to 

create maximum damage. 

6.3 Security Challenges in IoNT 
IoNT introduces new security issues that need to be addressed to 

ensure successful deployment of the IoNT in various applications. 

This section provides an overview of the security challenges of 

the IoNT system. 

 Key Management: Distributing security keys is considered to 

be the root of nearly all key management systems. Keys can 

be distributed either by key pre-distribution before the 

deployment or pro-active in a sensor network before any data 

transmission occurs. It is essential to have the ability to revoke 

a key when it has been disclosed [43]. This issue is still one of 

the most challenging issues in sensor networks and IoNT 

systems. It is necessary to define standard procedures to create 

shared keys and define how keys can be revoked when 

necessary. 

 Performance and scalability: IoNT security will create 

enormous performance and scalability issues. There will be 

severe resource limitations in nanomachines that make nano 

communication which is unmatched in current communication 

systems. Although the performance of cryptographic 

algorithms has been assessed in the sensor network, these 

results cannot be directly applied to the nanodomain due to 

different procedures of information processing [44]. In 

addition, energy consumption is another serious issue since 

communication systems like nano-tube based radios require 

significant power because of the cryptographic payloads they 

create [46]. Therefore, the performance of communication 

protocols and cryptographic techniques should be taken into 

consideration when developing practical applications. 

 Access Control and Authentication: Authentication is 

typically achieved using traditional symmetric or asymmetric 

cryptography. Biochemical cryptography is a new and still 

unexplored field which uses biological molecules like 

DNA/RNA evidence to encrypt information and protect the 

confidentiality and integrity of data. Although this 

cryptography scheme opens various novel application 

domains, it leads to new issues related to the communication 

system. Complex molecules can spontaneously respond within 

the system which results in modifications out of the control of 

the nanomachinery. Therefore, the biochemical processes 

involved in the system need to be better understood [44]. 

 Secure Localization: Some applications that use nano 

communication need the localization of nanomachines to 

complete their operations. The difference in demands between 

classical sensor networks, using other coordinate systems, and 

nanodevices make generating an absolute positioning with 

nanoscale resolution difficult to realize, but relative 

positioning might be more relevant. This links directly to 

security to permit only nearby nanomachines to communicate 

and prevent remote attackers from interfering [47]. 

 Intrusion Detection: Some attacks typically cannot be 

handled by cryptography. For instance, denial-of-service 

attacks that try to disrupt the availability of a system might be 

difficult to protect against in a nano communication network. 

This is because attackers might have the necessary energy to 

jam radio transmission or flood the communication channel 

with huge amounts of molecules that destroy regular 

communication molecules. An intrusion detection system can 

be used to handle this issue by detecting the attack and trigger 

the system to go into a fail-safe mode [48]. Therefore, it is 

critical to establish new intrusion detection systems that are 

able to detect and react to attacks efficiently in nanonetworks. 

7. CONCLUSION 
The development of nanomachines with communication 

capabilities and their interconnection using nanonetworks has 

enabled the concept of IoNT. This new networking paradigm has 

a significant effect on several applications in our life, especially in 

health monitoring, agriculture, military, and smart cities. The 

objective of this paper was to provide an overview of the IoNT 

system by highlighting its communication types and network 

architecture. Various applications and challenges of the IoNT 

system have discussed. Since security is one of the main issues 

that face the IoNT due to its large number of nanosensors with 

limited computation capabilities that do not allow applying 

sophisticated security algorithms, we have investigated the 

security of the IoNT system by discussing security goals, attack 

vectors, and security challenges. In summary, although the 

opportunities and applications of IoNT are countless, there is a 

need to integrate hardware and software solutions to the existing 

setup in a seamless manner to address challenges facing its 

positive deployment, especially for security issues. 
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